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What we will be covering 

1. INTERNET SECURITY OF ONLINE BANKS 

2. CREDIT CARD / INTERNET CREDIT CARD SECURITY 

3. VARIOUS ONLINE PAYMENT METHODS ɀ PAYPAL & PAYSAFE 



What is I.T. 
SECURITY 

? 



Information Technology security is: 

ÅA set of cybersecurity strategies that prevents unauthorized access 
to organizational assets such as computers, networks and data 
 

ÅIt maintains the integrity and confidentiality of sensitive 
information, blocking the access of sophisticated hackers 
 
(Definition from Cisco Systems, https://www.cisco.com) 



Online bank account 



An example of online bank account 



What do online banks offer: 

1. Customers spend less time in banks 

2. Opportunities for international banking 

3. The process for any activity is fast and efficient 

4. Available throughout the year and from any place with 
Internet connection   

5. Able to monitor any time the account 

6. Easily detect any threats, such as fraudulent activity on the 
account 

 



Disadvantages of online banking 

1. The account can get hacked by unauthorized people over the 
internet 

2. 7ÈÅÎ ÔÈÅ ÂÁÎËȭÓ ÓÅÒÖÅÒ ÄÏÅÓ ÎÏÔ ×ÏÒËȟ ÔÈÅ ÃÕÓÔÏÍÅÒ ÃÁÎȭÔ ÕÓÅ 
internet banking 

3. If the internet connection is weak, it may be difficult for the 
customer to establish with certainty whether the transaction 
has been successful  

4. Some banks provide inadequate services for their internet 
banking system, in contrast to the services provided when 
physically visiting the bank 

 



,ÅÔȭÓ ÄÏ ÓÏÍÅ ÈÁÃËÉÎÇȦ 



What went wrong with our previous example? 

ÅBank web site is not properly protected!  
ɀNeed additional security features 

ÅPerson did not evaluate the information he shared 
correctly! 
ɀNeed to be more careful on social media about personal 

information sharing 



What should we look in a website 

ÅWhen connecting to websites there are two important things to 
consider: 

a. Secure Connection - https 

b. Digital Certificates - Lock pad 



An unsecure connection 



A Secure connection 



Why do we need encryption when sending and receiving 
data? 

INTERNET 
CLOUD  

NEED SECURITY WHEN DATA ARE 
TRANSFERRED FROM ONE DEVICE 

TO ANOTHER THROUGH A 
NETWORK (INTERNET) 



Secure connection - encryption 

ÅEncryption ɀ Applying on data a mathematical function 
(Algorithm) which makes the data scrambled so that they cannot 
be read by unauthorized users 

ÅDecryption ɀ Inverse of encryption. Turning encrypted text into 
readable plain text 

Encrypted 
ɀCipher 
Text 

Hi PFP 
Student

s! 

Plain Text 

Ag37!6&
#43#!#3
$#87*3#

$^*  

Hi PFP 
Student

s! 

Decrypted ɀ 
Plain Text 

Encryption Decryption 



TWO TYPES OF ENCRYPTION 

SYMETRIC ENCRYPTION 
(PRIVATE KEY ENCRYPTION) 

ASYMETRIC ENCRYPTION 
(PUBLIC KEY ENCRYPTION) 



Symmetric encryption 

Hi PFP 
Student

s! 

Plain Text 

Ag37!6&
#43#!#3
$#87*3#

$^*  

Encrypted 
ɀCipher 
Text 

Hi PFP 
Student

s! 

Private Key ɀ Both sender 
and receiver have the 
same key 

Ag37!6&
#43#!#3
$#87*3#

$^*  

Encrypted 
ɀCipher 
Text 

Plain Text 

Encrypt with Private Key Decrypt with Private Key 



Asymmetric encryption 

Hi PFP 
Student

s! 

Plain Text 

Ag37!6&
#43#!#3
$#87*3#

$^*  

Encrypted 
ɀCipher 
Text 

Hi PFP 
Student

s! 

Request Public Key 

Ag37!6&
#43#!#3
$#87*3#

$^*  

Encrypted 
ɀCipher 
Text 

Plain Text 

Encrypt with Public Key Decrypt with Private Key 

SENDER 
RECEIVER 

Send Public Key 

1 

2 

3 



Digital certificate (1) 

ÅA digital  certificate verifies the authenticity and legitimacy of a 
website 

ÅA web browser may display an unsafe digital certificate alert but still 
permit user entry 

ÅA warning signal indicates that the website may pose a threat and a 
security risk 

ÅA secure website has a digital certificate confirming that it is secure 
and genuine 
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Digital certificate (2) 

 

 

 

 

 

 

 

 

 

(https://www.ogcio.gov.hk) 
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CREDIT CARD / INTERNET CREDIT CARD 
SECURITY 



What is an internet credit card: 

ÅAn internet card is a prepaid card, 
issued by a bank.  

ÅThis card is in the ÃÕÓÔÏÍÅÒȭÓ name 
and can be used as a credit card.  

ÅThe customer can request the bank 
to issue an Ȭ)ÎÔÅÒÎÅÔ #ÁÒÄȭ and prepay 
the amount that they wish to have on 
it.  

ÅThe customer can use the card for 
online purchases until the amount is 
spent.  

 

https://www.seb.ee/eng/everyday-banking/credit-cards/virtual-card 



Pros and cons of an internet credit card 

Advantages of Internet Card Disadvantages of Internet Cards 

ÅThey are accepted worldwide 

ÅThe customer cannot over 

spend. It is easier to control 

spending and keep records 

ÅReloading is simple 

ÅNo foreign-exchange fees on 

purchases 

ÅFixed exchange rates 

ÅVarious charges application 

fees, monthly fees, top-up fees, 

transaction fees (eg 3% of the 

value of each purchase), 

inactivity fees 

ÅThe customer cannot build 

credit history  



Parts of a credit card 

https://www.thebalance.com/parts-of-a-debit-or-credit-card-front-and-back-315489 



3d Secure Credit card payments 

ÅThe latest development in 
online purchases. 

ÅSimple, fast, effective. 

ÅBefore a financial transaction is 
completed a one-time code 
(OTP) will be generated by your 
Bank and will be sent via SMS 
on your mobile phone that you 
have declared to the Bank.  

 

www.icicibank.com 



Contactless Credit card payments 

ÅContactless cards essentially use a radio-
frequency to communicate with a card 
reader.  

ÅThe reader essentially illuminates the 
smart-card with energy so as to power it on 
and then be able to communicate with the 
card. 

ÅHave a limit of 20 Euros / 30 Pounds for 
each transaction without PIN code. 
 

http://canada.creditcards.com/credit-card-news/contactless-payment-myths-1264.php 


