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What we will be covering

1. INTERNET SECURITY OF ONLINE BANKS
2. CREDIT CARD / INTERNET CREDIT CARD SECURITY
3. VARIOUS ONLINE PAYMENT METHOLRAYPAL & PAYSAFE



What is I.T.
SECURITY

?



Information Technology security Is:

A A set of cybersecurity strategies that prevents unauthorized access
to organizational assets such as computers, networks and data

Alt maintains the integrity and confidentiality of sensitive
Information, blocking the access of sophisticated hackers

(Definition from Cisco Systems, https://www.cisco)com



Online bank account



An example of online bank account
.
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What do online banks offer:

Customers spend less time In banks
Opportunities for international banking
The process for any activity is fast and efficient

Available throughout the year and from any place with
Internet connection

Able to monitor any time the account

6. Easily detect any threats, such as fraudulent activity on the
account

S

o1



Disadvantages of online banking

1. The account can get hacked by unauthorized people over the
Internet

2. TEAT OEA AAIT E6G6O OAOOAO AT AO 11 ¢
Internet banking
3. If the internet connection is weak, it may be difficult for the

customer to establish with certainty whether the transaction
has been successful

4. Some banks provide inadequate services for their internet
banking system, in contrast to the services provided when
physically visiting the bank
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What went wrong with our previous example?

ABank web site iaot properly protected!
z Need additional security features

APersondid not evaluate the information he shared
correctly!

z Need to be more careful on social media about personal
iInformation sharing




What should we look Iin a website

AWhen connecting to websites there are two important things to
consider:

a. Secure Connectionhttps

b. Digital Certificates Lock pad



l [ Bank of Emphasys — Bank of
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bank.emphasyscentre.com

Your connection to this site is not secure

You should not enter any sensitive information on this

st o rample, pesrds o e cord)becuse BANK OF EMPHASYS

it could be stolen by attackers. Learn mare
BankjoF Emphasys

t Cookies (2 in use)
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Simple Login Page
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Password




A Secure connection
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Our Business Model

T

Cyprus

The core of the BOC Group is
driven by its domestic banking
business, which is predominantly
comprised ...

International

We have established a wide
network of Representative Offices
in various locations around the
world ...

Our Growth Strategy

The BOC Group's performance is highly correlated to the Cypriot
economy...




\éVhy do we need encryption when sending and receiving
ata?

NEED SECURITY WHEN DATA ARE
TRANSFERRED FROM ONE DEVICE
TO ANOTHER THROUGH A
NETWORK (INTERNET)



Secure connection encryption

AEncryptionz Applying on data a mathematical function
(Algorithm) which makes the data scrambled so that they cannot
be read by unauthorized users

ADecryptionz Inverse of encryption. Turning encrypted text into
readable plain text

. | . .
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TWO TYPES OF ENCRYPTION

/ \

SYMETRIC ENCRYPTIOASYMETRIC ENCRYPTION
(PRIVATE KEY ENCRYPT(PUNBLIC KEY ENCRYPTION)




Symmetric encryption
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Asymmetric encryption
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Digital certificate (1)

AA digital certificate verifies the authenticity and legitimacy of a
website

A A web browsermay displayan unsafedigital certificate alert but still
permit userentry

A A warningsignalindicatesthat the website may posea threat and a
securityrisk

A A securewebsite hasa digital certificate confirming that it is secure
andgenuine
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Digital certificate (2)

1.

Encryption / Decryption

Amy uses Ben's public key to encrypt her letter and then sends it to Ben through email.
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Repository Send

2. Ben, upon receiving the email, decrypts Amy’s email with his own private key.

b -
= D t =
Toromed| g =40 mem Enckomat R
L etter Letter ‘\‘ ¢
Bensprlvate key ZR ,.m'

(kept secretly)
Ben

(https://www.ogcio.gov.hk)
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CREDIT CARD / INTERNET CREDIT CARD
SECURITY



What is an internet credit card:

AAnN Internet card is a prepaid card,
Issuedby abank

AThiscardisinthe AOOOT hak® 6 O
andcanbe usedasacreditcard.

AThe customer can request the bank
toissueanO) 1 OA L@ AI@repay
the amountthat they wishto haveon

It.

t V’ SA Internet use only

AThe customer can use the card for

online purchasesuntil the amount is
spent

https://www.seb.ee/eng/everydapanking/creditcards/virtualcard



Pros and cons of an internet credit card

Advantages of Internet Card | Disadvantages of Internet Cards

A They are accepted worldwide A Various charges application

A The customer cannot over fees, monthly fees, toqup fees,
spend. It is easier to control transaction feesdg 3% of the
spending and keep records value of each purchase),

A Reloading is simple inactivity fees

A No foreignexchange fees on A The customer cannot build
purchases credit history

A Fixed exchange rates



Parts of a credit card

1

1 4
Magnetic Signature

stripe area

Bank
branding YourBank

2
| @
number @

Security
code

1234 5678 9012 3456

m 07/21 Payment
Cardholder Name LoGo network

https://www.thebalance.com/partf-a-debit-or-credit-card-front-and-back-315489



3d Secure Credit card payments

AThe latest development iIn
onlinepurchases

A Simple,fast, effective.

A Beforea financialtransactionis
completed a onetime code
(OTP)will be generatedby your
Bank and will be sent via SMS
on your mobile phonethat you
havedeclaredto the Bank

Ver‘ilfjgdAby ﬂ ICICI Bank

Registration: Step 3 of 3
Your Verified by Visa 3D Secure PIN is used to protect you
when shopping online with participating merchants. This 3D
Secure PIN and will be used for authentication in all future
online transactions.
Merchant Name: Amazon India
Date: Nov 23, 2015
Total Charge: INR 49.00
Card Number: XXX XXXX XXXX 0300
Personal Message: 3D Secure Authentication*

Please enter your OTP in the space provided below, to confirm
your identity for this purchase. The OTP is valid for 15 mins.
This information will not be shared with the merchant.

Please note: In case you d YOt receive you JT5
the 3D S > ,

ote: | <

Resend OTP

www.icicibank.com



Contactless Credit card payments

AContactless cards essentially use a radio
frequency to communicate with a card
reader.

AThe reader essentially illuminates the
smart-card with energy so as to power it on
and then be able to communicate with the
card.

AHave a limit of 20 Euros / 30 Pounds for
each transaction without PIN code.

http://canada.creditcards.com/crediardnews/contactlespaymentmyths-1264.php



